This is the third year for the E-Government minitrack on Information Security. We again received a broad range of papers for this mini-track which encompasses a variety of computer and information security topics as they relate to governments and the e-government environment.
The first paper in this session, A Comprehensive Fuzzy Logic Model for Feature Performance Assessment Against Network Attacks, focuses on mining the most useful network features for attack detection in intrusion detection algorithms. The authors propose a mathematical procedure that uses statistical and fuzzy logic techniques to rank the participation of individual features into the detection process. The authors describe how their experimental results empirically confirm that their feature evaluation model can successfully be applied to mine the importance of a feature in the detection process. This work holds great promise for not just systems in the e-government environment but in general environments as well.
In the second paper, Internet Privacy in ECommerce: Framework, Review, and Opportunities for Future Research, the authors examine how increased Internet traffic and the sophistication of companies in tracking that traffic have made privacy a critical issue in electronic commerce (e-commerce). This has spawned a number of research works addressing Internet privacy from the perspectives of three main stakeholders --customers, companies and governments, as well as the interactions among them. The purpose of this paper is to analyze the various studies that have been conducted in this arena and to develop an understanding of the relationships among them.
The third paper, Cyber Security and Government Fusion Centers, discusses the Department of Homeland Security recommendation for the creation of State, Regional, and Community Fusion Centers. These centers, run by state and local governments, are designed to take what may seem to be disparate pieces of information on a variety of subjects and "fuse" them together to be able to recognize indicators of potential terrorist attacks. The paper discusses the need to develop a cyber capability in fusion centers and the importance of government involvement in coordinating a state's, community's, or region's cyber defense efforts.
The final paper takes a different look at security. In Pandemic Influenza, Worker Absenteeism and Impacts on Freight Transportation the authors focus on freight transportation services, particularly rail and port operations to develop models to assess the likely impacts of varying levels of worker absenteeism on the performance of these critical systems. Extending the results to other critical infrastructures, such as government services, provides a glimpse into how such threats could impact other sectors as well.
